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Abstract

Image steganography is the method of concealing information, which can be text, image,
or video, under a cover image in a way that it is invisible to the human eyes. Payload
capacity, security and robustness are the features of steganography. A high-quality
image steganography ensures a large payload capacity, superior security, and
robustness against adversarial attacks. Image steganography is considered to be
reversible if the concealed information’s original state can be restored with little or no
loss in the pixel values and textures. The main goal of this paper is to look at some of the
typical techniques and models that are used to build image steganography systems by
adopting the Preview, Question, Read, Summarize (PQRS) method to explain how the
payload capacity, security, and robustness of these models may be quantified for future
research and recommend GAN-based deep learning methods for improving existing
reversible image steganography models.

Keywords: Image steganography, GAN-based models, Payload capacity, PSNR, Reversibility, SSIM
1. Introduction

The methods of confidential communication and data preservation had evolved over the years
[1]. Before the existence of computing devices, confidential communication and data
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preservation were preferably done via a person's physical presence — running errands either
by employing one-to-one, many-to-one, one-to-many, or many-to-many information sharing
schemes. In any case, the integrity of these methods is frequently questioned as a result of
unanticipated human limitations, which endangers confidential communication and secret
data storage [2],[3]. Many solutions, including cryptography, encryption, watermarking, and
steganography, have been developed to address this issue by guaranteeing that data and
information are shared in a secure way [4][5].

In [6], Cryptography and encryption follow similar technique, where the information is first
converted to cipher form before it can be communicated via secured channels. Watermarking
and steganography on the other hand [7], operate by concealing or embedding data in a cover
media. Watermarking is commonly used to conceal information in a patented product in order
to ensure the product's authenticity and copyright. According to [8], steganography conceals
information in such a way that it goes undetected. This paper therefore defines image
steganography as the use of image medium for hiding information in such a manner that it
remains unsuspicious to information hijackers. Therefore, reversible image steganography is
a method used for hiding covert messages under image covers with the intent of recovering
the original status of the covert messages, and it has been widely used in confidential
communication and data storage [9].

Despite the numerous uses discovered for image steganography, it has drawbacks such as
poor payload capacity, security, and robustness. Several studies [10-13], have found that
attempts to address these concerns either result in a trade-off between payload capacity and
security, or in difficulties due to the complexities associated with the methodology used to
construct image steganography systems.

2. Concept of Steganography

Information hiding is sometimes used interchangeably with “Steganography”, which conceals
information leaving no suspicion. In Figure 1, Steganography is clearly represented as one of
the branches of Information hiding. In [14], steganography is identified as a branch of
information hiding which hides the existence of the secret data in a cover medium.

Information Security

|

v Y
Cryptography Data Hiding
|
¥ v
Steganography Water marking

Figure 1: Steganography: A branch in Data Hiding [14]

In [15], the difference between Steganography, Watermarking and Cryptography was
emphasized. It was stated that these tools employed similar ideas, but have different
approaches and purposes in cyber security. Also, Steganography and Watermarking embed
information onto a cover medium, while Cryptography obscures information. In a similar
study [16], the individual roles of Steganography, Watermarking and Cryptography in
information security was explained. [16] stated that with steganography, information security
is catered for by the hiding of secret data. While watermarking caters for information security
via embedding data, which finds its application around copyright protection and barcode
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systems; Table 1 compares the characteristics of Steganography, Watermarking, and
Cryptography.

Table 1: Comaprison of Information Hiding Techniques [17]

Characteristics Steganography Watermarking Cryptography

Goal Preserve the confidential Preserve the Obfuscate the

data from the detection  authenticity of the content or the data
cover media

Cover Selection Free cover selection Restriction N/A

Challenges Imperceptibility, Robustness Robustness
Security and Capacity

Key Optional Optional Compulsory

Output Stego-file Watermarked-file Cipher-text

Visibility Certainly not Sometimes Always

The System is Detected Removed or replaced De-ciphered

Invalid if

Attack Steganalysis Any image analysis Cryptanalysis

3. Steganography and Steganalysis

Figure 2 shows a steganographic process, where secret messages (Sy) are encoded within the
properties of the cover medium (Cy,), by employing a suitable encoding algorithmic function
f and a stego key (Sk). The output is usually a stego object (S,). The stego object is
transmitted through a secured transmission channel from the sender to the receiver. The
receiver will use the provided stego key to extract the secret message from the stego object.
The decoding process takes place at the receiver’s end, which is termed steganalysis.
Steganalysis is the counter part of steganography. In [18], it is defined as the art or science of
discovering hidden data in cover object.

Cover Medium (Cm)\&

T~ | f(Sk G SW
3 — Stego Object (S,)
— Encoder

——

Secret Message (S,) —

Figure 2: Steganography — Encoding Block Concept

Steganalysis process always takes place at the decoding phase. In Figure 3, the stego object
and the stego key serve as the inputs to the decoder. The steganalysis outputs are the cover
medium and the secret message. Depending on the approach used, it either results into lossy
or lossless steganography. In the case of reversibility, the extracted secret message maintains
similar status as the retrieved secret message. In Figure 4, the encoding and the decoding
phases are combined to show a basic steganographic conceptual framework.
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Figure 3: Steganalysis — Decoding Block Concept
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Figure 4: Basic Steganography Concept

4. Image Steganography

Image steganography is the process of concealing data by using the cover object as an image.
Because the digital representation of an image contains a large number of bits, digital images
are frequently employed as a cover source in digital steganography [19].

4.1 Image Steganography based on Image format

There are known image steganography based on image formats, owing to the fact that images
can be represented in a variety of formats as shown in figure 5. In [20-22], the most prevalent
image formats were identified, and they are the Joint Photographic Exchange Group (JPEG),
Bit Map (BMP), Graphics Interchange Format (GIF), Portable Network Graphics (PNG), and
Tag Image File Format (TIFF).

< Classification of Image Steganography based on Image Format >

JPEG GIF BMP PNG TIFF
(Lossy) (Lossless) (Lossless) (Lossless)

(Lossy /Lossless)

Figure 5: Classification of Image Steganography based on Image Format [20, 22]

Joint Photographic Exchange Group (JPEG) Image is a common cover image
format used in steganography. The compression approach is a lossy compression,
which implies that some visual quality will be lost in the compression process.
Regardless of its lossy compression, JPEG has a very good image quality with many
redundant bits that provide enough possibility to hide a sizeable value of secret
information. This study adapted the use of JPEG images in such a way that the image
datasets are compressed using the downsizing arm of the Generative Adversarial
Network (GAN). This was done to reduce the visual quality effect of the lossy
compression.

Bit Map (BMP) Image files are device-independent files based on the RGB colour
model that are often used on Windows systems. The size and colour depth
information are found in the header area. That is, the values of each pixel on a line are
stored in the data area. The challenge with this image format is that during the process
of embedding secret data, the outcome most times results in grey images.

Graphics Interchange Format (GIF) Image colour of the pixel is referenced from a
palette database of up to 256 unique colours translated to the 24-bit RGB colour
space, and it was introduced by CompuServe in 1987. It supports up to 8 bits per
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pixel. The 24-bit RGB value of a pixel can be changed by LSB embedding a GIF
image, which can result in a change in the palette colour. Although this image format
has no loss of quality, but it is simple to decode and secret data displayed.

iv.  Portable Network Graphics (PNG) Image format was first used in 1999. PNG can
store three sorts of images: true colour, grayscale, and palette-based (*'8-bit"). JPEG
only supports the first two, whereas GIF only supports the third (although it can fake
grey scale by using a grey palette). PNG allows for various alpha channels
(transparency). PNG usually comes with a very high visual quality. It was not
considered suitable for this study because the image dimension is wide with large
capacity, which affects the neural network training time because the image features
cannot be down-sampled and it is lossless.

v. Tag Image File Format (TIFF) is a type of computer file that stores raster graphics
and picture data. TIFFs, which are popular among photographers, are a convenient
option to keep high-quality images before processing if you wish to avoid lossy file
formats. Due to its large size and unprocessed format, TIFF is not a suitable image
steganography tool.

5. Image Steganography Techniques

There are many techniques used in exploring steganography. According to [21], the approach
used is influenced by the nature of the steganographic cover to be utilised. Based on the
scope of this study, consideration is given to digital image steganography. Hence, this section
explores different steganographic techniques used with digital images as cover media.

Depending on the application and phases involved in the embedding process, many
approaches to image steganography have been presented in the past. As a result, these
approaches were categorised according to [17] in Figure 6. These approaches are presented
based on the type of cover image used (2D or 3D images), target application type, retrieval
method (reversible or irreversible), nature of embedding process (spatial or transform
domain), and adaptive steganography.
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Figure 6: Classification of Image Steganography Techniques [17]

5.1 Based on Cover Image Dimension

Images are available in a variety of formats. It can be two-dimensional images like grayscale
or binary, three-dimensional images like tri-color (Red, Green, Blue) RGB images, or multi-
slice images like Magnetic Resonance Imaging (MRI) [23].

In 2D Steganography, the hidden data is embedded across the 2D plane of the cover
image in 2D image steganography. The embedding can be done on either the spatial
domain pixel values or the transform domain coefficient values. The fundamental
advantage of 2D steganography is that popular public images may be utilised as cover
media to assist convey hidden data in a private mode, which is why more study is
being done in this field.

In 3D Steganography, there are several ways to 3D steganography, including
geometrical domain steganography [24], topological domain steganography, and
representation domain steganography. The primary strategy in 3D steganography is to
embed the secret bit streams in the vertices of a 3D cover image. When a greater
payload capacity is required, the bits are embedded in the vertices of 3D geometrical
models and are favoured over other models (topological and representation). 3D
steganography, like 2D steganography, may be employed in both the spatial and
transform domains. However, temporal complexity is an issue here since a large
number of points must be addressed in 3D space for embedding.

5.2 Based on Retrieval Nature
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Steganography can be carried out in two major modes, based on the retrieval nature:
irreversible or non-reversible and reversible modes [16]. In image steganography, secret
message is embedded into the bits of the cover image and the resulting stego-image is sent to
the receiver, who extracts or retrieves the secret message either by irreversible form or
reversible form. The later takes the cover image and the secret message into consideration for
analysis, while the former does not consider the retrieval of the cover image, the only the
secret message.

I. Irreversible Steganography

From the word ‘Irreversible’, it means the cover image cannot be recovered to its
original state. Once the stego object (S,), herein, the object with the embedded secret
message (Sm) is sent and received, the cover medium (Cy,), which is the carrier of the
secret message cannot be recovered in the process of retrieving the secret message.
Most times, the cover media are distorted or destroyed. That is, the extraction process
leaves the cover medium destroyed [25]. In other words, in an irreversible approach,
the cover image bits are irreversibly altered, and recovering the altered cover image
bits from the stego-image is very difficult. As a result, the approach is recommended
for applications in which no relevant information in the cover image has to be
conveyed to the recipient.

ii. Reversible Steganography

Unlike the irreversible steganography, both the cover medium and the secret message
are retrievable without loss. The idea behind the reversible steganography is for a
fragile authentication. Reversibility is more typically utilised in watermarking than in
steganography. The cover data may be more significant than the secret image in this
case, and any leakage or loss of these information would be vital, and methods are
constructed in such a way that retrieval accuracy is high. Therefore, reversible
steganography finds application areas in the medical [26] and military fields [27],
where the original cover medium is as important as the secret message; any visible
change on original cover medium during the transmission can alter the intelligence of
the steganography technique and affect the overall results.

5.3 Based on Embedding Domain

The embedding technique, which is employed to hide secret data over the cover image, is the
main support for steganographic methods. The spatial and transform domains are the options
for embedding secret data across the cover image.

a. Spatial Domain Technique

This domain technique is the easiest and the simplest way of embedding secret data into
digital images by modifying the pixel values of the cover image. The techniques under spatial
domain technique encode the secret message bits directly or indirectly by using the cover
image pixel intensity value levels. This is so, because these cover media have tremendous
amount of wasted or redundant bits; it is these bits that the steganography program will take
advantage of and use to hide another message, on the bit level, within the digital cover [28].

The primary steganographic schemes that fall under the spatial domain technique are as
follows:

i. Least Significant Bit (LSB)
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LSB technique is commonly used due to its simplicity in implementation which makes
it efficient, but a recent study conducted by [29], established that there are lots of
decoding algorithms available for its steganalysis by guessing the location where the
secret message is embedded on the cover medium. The study gave a simplified
demonstration to Least-Significant Bit (LSB) technique by using the following string
of bytes to represent part of a digital image cover 10000100 10000110 100001001
10001101 01111001 01100101 01001010 00100110. Each byte is comprised of eight
bits; these bits make up a color value in the cover image, with a shade of red, or blue,
or green. The bits that make up the byte go from left to right in order of importance to
the color value they are representing. They tried changing the first bit in the first string
from a 1 (10000100) to a 0 (00000100) and it drastically change the color, as opposed
to changing the last number from a 0 (10000100) to a 1 (10000101). Hence, it is that
last bit that is considered the least significant, because changing its value has little
effect on the information the byte is representing. LSB technique does well with digital
media covers like pictures, audio files or video files.

LSB works well with both grayscale and color photos. However, the LSB approach has
several limitations. Depending on the pixel, altering the LSB might have a dramatic
effect on the pixel's attributes, making it appear out of place in the image and hence
susceptible to detection. This issue has the potential to restrict the degree of swapped
bits, and hence the size of the secret message. Another issue with this type of message
concealment is the image's resistance to modification. If the image is cropped or
rotated, the algorithm will be unable to determine which least-significant bits are part
of the message and which are merely present.

i. Pixel Value Differencing (PVD)

The secret message is encoded in this approach by examining the differences between
the pixel values of two subsequent pixels. Many ways to PVD steganography have
been presented by analysing the correlation of pixels, but the fundamental
disadvantage of PVD approach is the absence of security, despite the fact that it
delivers significantly high image perceptibility factor.

Histogram Shifting

In histogram shifting, the main idea of the method is by shifting the histogram points
of the cover image. The lowest and highest points in the cover image histogram are
calculated, and the embedding process is then carried out by modifying these
lowest and highest points. The approach improves imperceptibility and increases
payload capacity. The fundamental benefit of histogram-based image hiding is that it
provides reversible data hiding.

. Expansion based

According to this approach, the secret data is integrated across different pixel pairings.
Different approaches are used to increase the difference values, and secret data bits are
inserted across this enlarged difference range. The disadvantage of different expanding
approaches is that they are confined to target applications where cover image is
important and the communication channel is less vulnerable to intruder assaults.

. Multiple Bit-planes based

This method is an extended version of the LSB method. It hides secret data bits using
the bit planes of the cover image. If the cover image is properly chosen, the bit plane

8
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selection is perfect, and hidden bits may be embedded with no loss of visual quality.
The fundamental disadvantage of this technique is that the image imperceptibility may
be lost if the bit slice is chosen incorrectly. The method also has the drawbacks
associated with the average LSB methodology.

vi. Quantization based

The steganographic system in this category employs any type of compression encoding
technology to conceal hidden data bits. Any common compression codec, such as
JPEG, vector quantization, and so on, can be used as the encoding system. The hidden
data is often broken into small blocks of data sub samples, and these little data
fragments are placed with the encoded carrier images. The same coding is applied to
the stego-image at the receiver, and the secret data is extracted via the inverse
embedding method.

vii. Palette based

In this method, palette-based images are used as cover image. The image formats such
as PNG, GIF, and TIFF are appropriate for this method. A secret key is utilised to
produce pseudo random numbers, and the secret data bit that is chosen is embedded on
a single cover pixel. Instead of the original colour, the colour in the palette with the
same parity as the secret bit is utilised for the embedding operation.

viii. Pixel Intensity Modulation based

Pixel intensity modulation or adjustment-based steganographic systems was presented
as a variation on the LSB steganographic type pixel intensity adjustment embedding.
The secret data bits are embedded in the intensity adjustment between neighbouring
pixels or blocks, depending on the nature of the embedding mechanism. Because of the
indirect embedding process, these approaches assist to create higher quality stego-
images when compared to LSB modification systems.

b. Transform Domain Technique

Transform domain techniques could also be called frequency domain techniques. The
transform domain techniques are based on manipulating the orthogonal transform of the
image rather than the image itself. Transformation domain methods are well suited for
image processing that are based on frequency content. Because the typical transform
domain allows action on the image's frequency content, high frequency features such as
edges and other subtle information may be easily increased.

The secret bits are concealed behind the sub-band frequency coefficients in transform
domain techniques. The embedding and decoding procedure in the transform domain are
more sophisticated than the techniques employed in the time domain. This will increase
the system's security. Another advantage is that most Frequency domain approaches are
less sensitive to compression, cropping, scaling, and rotation attacks. As a result,
transform-based solutions are more effective at preserving stego-image quality and are
less detectable in an unprotected channel.

In the subject of image steganography, according to [30], many transform domain
methods are utilised, the most prominent of which are the;

i. Discrete Fourier Transform (DFT)

DFT is a prominent transform method in signal processing. An image may be divided
into appropriate frequency components using DFT (sines and cosines). These

9
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transform coefficients may also be changed according to the secret information in
picture steganography, making them an important tool in image data concealment. The
modulated transform coefficients are then transferred to picture form and may be
utilised to generate the stego-image. The stego-image is fragmented into frequency
elements again at the receiver, and hidden data can be recovered from there.

ii. Discrete Cosine Transform (DCT)

To transfer an image from the spatial domain to the frequency domain, DCT is one of
the most frequent and successful images transform techniques. The DCT coefficients
are adjusted according to the secret data bits in basic DCT-based steganography. The
image is divided into its appropriate high, medium, and low frequency components in
DCT steganography. Low-frequency subbands contain the most critical information,
whereas high-fidelity features are found in the High Frequency bands. The JPEG
compression paradigm is used to hide secret data bits in DCT coefficients.

iii.  Discrete Wavelet Transform (DWT)

The wavelet transform of digital pictures can be used to localise time and frequency.
To discover the subband images, DWT uses a variety of filtering and down sampling
techniques. DWT can was used for image steganographic applications based on the
characteristics of distinct wavelets. The DWT of the cover image is usually used in
DWT-based image steganography methods, and the coefficient space is adjusted
according to the secret message bits. The lack of intelligent embedding methodologies
in basic DWT systems is a hurdle to achieving optimum accuracy. As a result, various
wavelet transform systems improvements appeared on the scene to increase the
performance of embedding systems.

iv. Other variants of these fundamental transforms

Some DWT variations like Integer Wavelet Transform (IWT) is defined as a modified
wavelet transform format in which image features can be conveyed in a variety of
resolution levels; Complex Wavelet Transform (CWT) is regarded as an improved
variant of the DWT; Dual-Tree Complex Wavelet Transform (DTCWT)-based
steganography is comparable to CWT, except it employs dual tree complex wavelet
decomposition.

5.4 Adaptive Steganography Technique

The adaptive steganography technique is a subset of the spatial and transforms method. It can
be referred to as “Model-Based” or "Statistics-aware embedding and Masking”. Adaptive
techniques may be divided into several categories based on their nature and manner of
adaptiveness [17]. This contains;

i. Region-based Steganography

The embedding process of this method selects the most relevant areas or characteristics in
the cover image. The region-based method concentrates the embedding on areas with
significant texture and edge features rather than smooth sections. This helps to fight
picture quality loss since changes in textured and edge regions are not as quickly noticed
as changes in smooth regions. The major advantages of these sorts of systems are their
robustness and better imperceptibility, whereas the main disadvantage is their low
embedding rate.

10
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ii. Human Vision System (HVS)-based steganography

HVS-based steganography makes use of a human's perception of an image. Human
eyesight contains many dark spots and has difficulty distinguishing visual features in
certain situations. When dense embedding is done over complex texture regions and edge
areas in the pictures, HVS is insensitive to modest variations in intensity in a smooth area
and even indistinguishable. As a result, these strategies often employ processes to
recognize such target regions in images.

iii. Machine Learning and Artificial Intelligence Techniques based Steganography

Advanced machine learning algorithms are used in machine learning-based steganographic
approaches to produce efficient steganography systems. Popular steganographic machine
learning methods include any algorithms that seek to apply artificial intelligence
approaches for pre-processing and/or defining embedding nature and/or restricting or
extending the embedding stages or extraction process. Some of the algorithms are as
follows:

a. Support Vector Machine (SVM): SVM is a supervise machine learning
algorithm that can be used as a classifier in several elements of image
watermarking and steganography. [31] paved the ground for the use of SVM for
optimising steganography-based approaches. They stated that SVM is well suited
for locating embedding spots with high confidentiality and imperceptibility while
minimising retrieval error through the use of quicker computing phases.

b. Genetic Algorithm (GA): GA was first used for selecting aptly the coefficients
in image steganography. They adapted this idea from the fundamental intents of
GA: selection, crossover and mutation, which are used for selecting the best
offspring to pass through future generations. Their approach is still considered as
one of the best means of selecting good region for embedding secret data due to
its good payload capacity.

c. Fuzzy Logic: The fuzzy logic-based approach is more concerned with preserving
visual quality in order to improve the imperceptibility of the steganography at the
expense of increased modelling complexity. Fuzzy techniques have been
implemented in a variety of ways. For example, a Fuzzy Inference System (FIS)
with Human Vision System (HVS) is utilised for the decision-making phase from
local statistical, texture, and brightness information-based feature vectors.

d. Neural Network (NN): The neural network-based steganography systems
analyse the image details thoroughly to determine the system robustness and
imperceptibility of the schemes. The majority of such techniques employ a back-
propagation algorithm to determine the proper embedding sites, or it is included
into the secret extraction process. In general, NN outperforms other
categorization algorithms. Their decision-making process is built on non-linear
and adaptive phases, making them helpful in a variety of settings. The 'Black
Box' nature, on the other hand, is a key worry when using a NN approach. The
fundamental reason for this impact is the relationship between weight changes in
the training stage, and thus the key challenge in neural network-based systems is
to assign parameters such as number of layers, number of neurons, and so on.
Another disadvantage of these approaches is their time-consuming nature.

5.5 Direct Sequence Spread Spectrum Techniques

11
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The information stream to be conveyed is broken into tiny parts in direct sequence spread
spectrum. Each component is assigned to a different frequency channel of the spectrum. At
the moment of transmission, the data signal is mixed with a higher data-rate bit sequence that
splits the data according to a predefined spread ratio. Redundant data-rate bit sequence
coding aids signal immunity and allows the original data to be restored if any of the data bits
are destroyed during transmission.

5.6 Frequency Hoping Spread Spectrum Techniques

This method separates a large portion of the bandwidth spectrum into a variety of broadcast
frequencies. In general, frequency-hopping devices utilize less power and are less expensive,
while direct sequence spread-spectrum systems often perform better and are more dependable
[32].

5.7 Statistical Techniques

Statistical techniques use a "1-bit" steganographic scheme. This technique is described as the
technique that inserts only one bit of information in a digital carrier, resulting in a statistical
change, although a little one. They further explained that the statistical change in the cover
implies a "1," whereas a cover that remains static denotes a "0". The recipient's aptitude to
discriminate between modified and unmodified covers is the foundation of this system.

5.8 Distortion Techniques

To hide information, this steganography technique alters the cover image. When the
algorithm compares the modified and distorted cover image to the original cover image, the
hidden message is extracted. This technique is used in lossy steganography.

5.9 Cover Generation Techniques

Cover generation techniques are perhaps the most distinct of the seven strategies. Normally, a
cover item is used to conceal a hidden message, but that is not the case here. A cover
generating method provides a cover only for the purpose of concealing information. Spam
Mimic is a great example of a cover generating approach.

6. Methodology

Over 150 main articles providing expertise on image steganography were obtained for this
study's review from reputable journals. These articles were analyzed and synthesized using
Preview, Question, Read, Summarize (PQRS) method. This method was adopted so as to
easily identify a number of articles that are closely related to the focus of reversible image
steganography. Five (5) closely related literatures were characterized and result summary was
obtained.

6.1 Characterization of Reversible Image Steganography Deep Learning Models

In image steganography, reversibility has been achieved utilising a variety of approaches
found in spatial domain and transform domain techniques. Complex mathematical
computations had proven to be a difficulty for these techniques [33]. To achieve reversible
image steganography, deep learning algorithms based on the Generative Adversarial
Network (GAN) have been employed effectively [34-36]. This is owing to the GAN-based
algorithms endowed two game arms (generator and discriminator).

12
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There are several existing deep learning models that have been employed to achieve image
steganography, but just a few of these models can be adapted to a reversible image
steganography, where the recovery of the cover images is as important as the recovery of the
secret images with good payload and security features [35]. The fundamental building block
for reversible image steganography using deep learning model is the Generative Adversarial
Network (GAN) [36]. In [37], the structural analysis of GAN was done, and it was presented
that the structure of a GAN completely corresponds to the structure of a steganography
system as shown in Figures 7a and 7b, with the exception that the basic GAN discriminator
will have to be modified in order to be able to do extraction on stego image. That is, GAN
has two gaming arms, the generator and the discriminator which corresponds to the encoding
phase and the decoding phase of a steganography system respectively with an extraction
network. Also, GAN’s generator and discriminator features enable image-to-image
transformation, which makes it easy to be used for reversible image steganography [38].
Also, GAN-based models are said to resist steganalysis more effectively than other deep
learning models, but are faced with payload challenges.

——————————————————
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Figure 7a: Generative Adversarial Networks (GANS) [37]

Coverlmages

Reconstructed
Coverimage

Stego-Image

Decoder
SecretImages

Encoder

Reconstructed
Secret Image

Figure 7b: GAN-based Reversible Image Steganography Correspondence [37]

As a result, related studies have developed and use variants of GAN-based models for images
steganography. Some of these GAN-based variants are Steganographic Generative
Adversarial Network (SGAN) [39], Generative Reversible Data Hiding (GRDH) [40],
Modified Cycle-Consistent Generative Adversarial Network (Mod-CycleGAN) [41],
Wasserstein Generative Adversarial Network Gradient Penalty (WGAN-GP) [42], GAN
based steganography framework UT-GAN [43], and many others. Table 2 summarizes the
features, strength and weakness of some the GAN-based models.
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Table 2: Characterization of GAN-based Models

(2021)

ThiNet model for

the model was

SN Model Author & Year Features Strength Weakness
1. | SGAN Chavdarova & | The model has two | The model | The  model
Fleuret (2018) GAN-base generator | shows an | shows poor
Gy and G;, and a | improved security  as
“messenger”’ GAN model in | the stego
discriminator. Only | terms of its | images show
one generator Gowas | accuracy. a visual effect
trained and used for distortion.
the purpose
measuring the
efficiency of SGAN
against GAN.
“messengers”
discriminator ~ was
trained to improve
the steganalysis of
GAN.

2 | GRDH Zhang et al. (2019) | It Uses the image-to- | The payload | No extraction
image translation | was good | model  was
cycle GAN model as | because a | trained, but
the image generator, | numpy  tool | uses key for
and uses the basic | was used to | extraction.
GAN as the | generate Poor
discriminator. random bit | security.3

which informs
the choice of
cover selection

3 | ModCycleGAN | Kuppusamy et | Uses the basic GAN | The security of | The payload

al.(2020) generator for | the model is | capacity of
encoding; a modified | good and the | the model is
discriminator for{use of a|poor and it
decoding, but the | predefined was an
discriminator was not | pix-to-pix incomplete
trained. model at the | model.
encoding
phase.

4 | WGAN-GP Li et al. (2020) The features are the | A reversibility | Poor payload
generator  network, | steganography, | capacity.
discriminator with good
network, and the | security
extraction  network | measure
using CNN. No
modification was
done on the encoder.

5 | UT-GAN Li, Li, Tan and Li, | This incorporated a | The security of | The payload

capacity  is
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ThiNet enables | and performs | from the over
appropriate cover | well when | parameterized
selection, which was | subjected  to | ThiNet
trained alongside | steganalysis. model.

with the UT-GAN

generator. The

discriminator uses
CNN model for the
extraction.

6.2 Evaluation Metrics

As GANs do not have objective evaluation functions as supposedly stated in the paper [44],
the proposed image quality metrics are as follows:

Peak Signal-to-Noise Ratio (PSNR): This metric is often used to compare the
quality of the stego-image (C’) to its matching cover image (C) by measuring the
peak signal-to-noise ratio of two images, (C’) and (C). The greater the PSNR in
decibel (dB), the higher the visual quality. It is calculated using the following

equation.
Max?C
PSNR(C,‘C) = 10l0g10 MSE

Taking the square root of the equation 1,

MaxC
PSNR(c1 ¢ = 20l0g10 (Toes)

= 20log,o(Max?C) — 20log,o(MSE¢, ¢) ... T
Where MSE |s the Mean Squared Error, and it is glven by,

MSE,cy = zm IERZ0CGE) = C )2 4

C = the matrix data of our cover |mage

C’ = the matrix data of our stego-image

m = the numbers of rows of pixels of the images and i represents the index of that row

n = the numbers of columns of pixels of the images and j represents the index of that column
maxC = the maximum signal value that exists in the cover image.

The PSNR values can also be used to ascertain the level of the system’s security.

Structural Similarity Index (SSIM): This can be used in case there is an undefined
value of PSNR, where the MSE = 0, and this makes human perception not important.
As such, SSIM is necessary, since it aids the Human Vision System (HVS). The SSI
calculates the degree of similarity between two images. It is regarded as one of the
most often used quality metrics, and it is connected to the single-scale measurement,
which performs best when used at an appropriate scale. The best denoising approach
is indicated by the highest SSIM.

SSIM was used to compare corresponding pixels and their neighborhoods in the cover
and the stego-images, denoted by C and C’, using three quantities: luminance (I),

contrast (C), and structure (S). The equation is given thus:
I(C,C') = e 5

HEuE ey
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20c0 1tk;
C(C,C) =20 e, 6
ococitks
O'CC/+k3
S(C,C ) = = 7
( ! ) UCUC,+k3

Where the variables: p¢, u.r, oc and o, are the mean and standard deviations of the pixel
intensity in a small image patch centered on C or C’. The variable o, represents the sample
correlation coefficient between matching pixels in patches centered on C and C’. k4, k,, and
ksare minor values that were included for numerical stability.

To derive the SSIM equation, equations 5 — 7 were combined to produce equation 8.

SSIM(c,c") = [1(c,cN)*].[C(c,c)P] . [S(C, ") ] cer v eeroee ee eee ereeee ee we enr. B
Where a, f and y are the positive constants that must be greater than zero («, 5,y > 0) .

iii. Payload Capacity: In other to calculate the size of concealable secret message and
maximize the embedding capacity of the steganography system, this study employed the bit
per pixel (bpp) method as shown in equation 9.

Number of secret bits embeded
BPP = ! 9

Total pixel on the cover fmage ~~ " " 7" TTTIrTrteniessessessssiesninn
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7. Conclusion and Recommendation

The outcome of the PQRS methods helped to identify Five (5) closely related articles that are
GAN-based image steganography. As evident in [34], GAN deep learning architecture can
produce reversibility in image steganography by using the two gaming arms, the generator
and the discriminator arms. Also, by implementing steganography using GAN makes the
steganography process more resilient, and the resulting stego image is more hidden and
secure without, but does not take care of the certainty in achieving good pay load capacity.
To cater for the payload capacity [45] suggested that some sort of model need to be set in
place for an appropriate cover selection which can be used for encoding purposes. Also, the
characterized models show that in achieving steganography using GAN-base model, there
must be an appropriate cover selection model, an encoder model, decoder model, which may
be modified to solve the inadequacies in payload and security of image steganography
systems, and with the gamming arms of GAN-base models, reversible image steganography
can be achieved. It is therefore recommended that to achieve
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